ScFTPD

ScFTPD, Scriptable FTP Daemon For Windows
(These notes pertain to version 3.0.3 or later)
What Is ScFTPD

In short, ScFTPD is a simple to use, command-line driven FTP server for use with Microsoft Windows 98, ME, XP and 2000. 

ScFTPD is a scriptable FTP daemon (server) solution for using standalone or with our AnzioWin macro and script engines. It provides a simple FTP service with reasonable security and logging, and is easy to implement.
ScFTPD can be started minimized with parameters entered from the command-line or from an .ini file. 
The User Interface

The ScFTPD window is simple. From it you can start or stop the server, quit the program and see what users are currently logged in. 

The message window will display all messages between the client and the server.  
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ScFTPD Menu Items
Most all variables for running ScFTPD are now available through menu items. While you can run the program from a script or another program with a series of command-line switches (see the Command-Line section below), you can also run it stand-alone, as a regular Windows Program.

File Menu

Manage Users…

This allows you to add, remove or edit a user record, including their login, password, home directory and permissions for that directory.

Besides the obvious, the password, the home directory and its permissions are critical from a security standpoint. When someone first logs in, they start up within their home directory. Permissions state what they can do once logged in (along with Rules discussed later).
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Home access permissions allow access for reading from the directory, writing to the directory or changing to the directory, represented by ‘r’, ‘w’, and ‘x’. The first, READ, moves a file to a client’s machine, the second, WRITE, moves a file to your machine,  and the third, EXECUTE, allows you to change directories into and out of the user’s home directory.
Change port…

You can change the default port that ScFTPD listens on. By default, the program listens on port 21, the default ftp server port.
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Change rule set…

Rules dictate the behavior of ScFTPD for which hosts can log in and whether or not a logged in user has access to certain directories.
Host rules are processed whenever someone attempts to log into ScFTPD. Directory rules are processed whenever someone tries to change into a directory.

These are separate from a user’s home directory defined above.
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The Defaults --- 


By default, in version 3.0 any host can have access. Of  

course they have to be able to log in with a user name


and password. This was not true in prior versions (the


default was denial of access).


By default, in version 3.0 directory access is "read-only"


for all directories except their home directory. This means


that you cannot even change directory unless a Rule is set 


up to allow you to (you are locked to the home directory).

 
The home directory permissions are set under the


File : Manage Users menu item.

If you are running with command-line parameters which are
for a specific user and allowing access from a specific host 
to a specific directory, then these rules may not come into play.

How To Enter Rules ---


-Rules are processed in the order in which they appear on


the screen (and in the ini file scftpd.ini). So you can 


start by denying access to all hosts or all directories,


this will take place first.


-"Host Rules" are entered as the host portion followed by


either the keyword "deny" or "allow". Wildcards are permitted


and based on the beginning of the host string (IP address). 


Some examples:



192.168=allow

would allow access from a private network where the IP address

 
begins with 192.168 and



66.210.23.2=deny

would specifically deny access to the PC with this IP address


You can change the default for host access from allow to deny

  
by entering




*=deny


-"Directory Rules" are entered as the specific directory


followed by the permissions you wish to grant it. If you do


not list a directory here, it will be marked as read-only,


which means someone could still download from it. Some examples



c:\windows=

would prevent any access to the Windows directory, while



c:\temp=rwx

would give 'read', 'write' and 'change directory to' the 



the \temp directory. Again, you can override the default


of read-only by giving the following



*=rwx

to allow access to everything, or



*=

to allow access to nothing. However, the home directory still


would be accessible as long as the user logging in had proper


permissions.
Change maximum users…

You can change the maximum number of clients that can be logged in at a single time from this dialog.
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Change banner to display…

A banner is sent by the ScFTPD program to the client machine whenever a user logs in. You can set your own banner here.
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List current users

When you select this menu item, a list of currently logged in users is listed in the main window.
View log…

This allows you to view the current log of activity. 
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You should check this occasionally and at least do a “Clear log file” as messages just keep appending..
Exit

When you click this menu item, the program will save its current “Action” menu settings and exit the program, closing any connection immediately
If you close by clicking the system close box (the ‘X’ in the upper right), current “Action” menu items are not saved.

Action Menu

Start / Stop server
Start or stop the server by selecting this menu item.
Auto start
When selected, this menu item will cause the server to immediately start listening whenever the program is first brought up.
Debug

To help with debugging connection issues, click this menu item. Whenever activity occurs, additional information will be seen in the main message box as well as in the log file.
Log activity

If you do not want to run with a log file, uncheck this menu item.
Minimize startup

When checked, the next time ScFTPD starts up, it will minimize to the task bar.
One transfer per login

When checked, a single “put” or “get” will be allowed for a user before the user is disconnected.
One transfer, then quit

Similar to the above, a single “put” or “get” is allowed for a user, but in this case, the whole program quits.
Starting ScFTPD
ScFTPD can be started as a standalone program, through either the Start : Run Windows menu item, by creating a shortcut that points at it, through a batch file, or by including it in a Windows script file.

On startup, ScFTPD loads a series of default parameter values. It then looks for a file called scftpd.ini in the current program directory and loads those next. ScFTPD then looks at any command-line setting and loads those over the top of any current settings. 
Command-Line Parameters

ScFTPD looks first for a file called scftpd.ini in the current directory. This file contains the default settings for the use of the FTP server service. The command line parameters can then override these settings. The general format for using ScFTPD is as follows:

	Command
	Description
	Example

	/s
	After initializing, start the server running
	/s

	/o<port>
	This is the port for ScFTPD to listen on. By default it listens on the ftp port (port 21).
	/o7990

	/h<host>
	The incoming PC address or name that is allowed access (this limits access to the single host address only).
	/h192.168.111.12

/hmyPC.site.com

	/u<user>
	The user to allow access to (this limits access to a single user only).
	/ujohndoe

	/p<password>
	The password required by the user.
	/p20kf2kfffKK

	/d
	Turn on debug (logs all messages to a file called scftpd.log).
	

	/i<ini file>
	Load a different ini file (include the full path)
	/ic:\mfiles\myscftpd.ini

	/c<command>
	Allow only a specific command be performed. This can be either “PUT” or “GET”.
	/cput

/cget

	/r
	Read permission for the home directory.
	

	/w
	Write permission for the home directory.
	

	/x
	Execute (change) directory path. 
	

	/1
	Allows one run of the program. If no /c<command> is given, the program will terminate after a “QUIT” from the client. Otherwise the program terminates after the first run of the <command>.
	

	<PATH>
	This is the last command line parameter and refers to the download or upload home directory. If no /x is used, the user is locked to this directory as their root.
	C:\temp\temp


By default, if you are going to run with command-line parameters, you must provide a user, password and an existing, valid home directory in order to run ScFtpd. If you also include the /s to start the server on startup, the program begins in a minimized state (this is normally what you would want when running from a script).

Examples of starting ScFTPD from the command-line:
scftpd /d /1 /h192.168.10.10 /cget c:\ftpfiles\
This would allow the IP address of 192.168.10.10 (/h) to ftp to this PC and download any file from the ftpfiles directory. Once the first GET is done, the server terminates (/1). The user and password must also already exist in the scftpd.ini file for the user to log in. A log file called scftpd.log is created (/d).

scftpd /d /1q /h192.168.10.10 /cget /ujdoe /p12hfh22 c:\ftpfiles\

This is the same as the above, except only one specific user name and password are allowed (/u and /p). 

Security

It is imperative that you know how the security of a remote-accessible programs may impact your PC. The ScFTPD program does allow you to permit access from outside sources, so some care should be used in setting up ScFTPD to run and especially in the setup of “rules” (see the section above).
Once a user logs in, the home directory entry is analyzed to determine whether the user has read, write or execute permissions for the directory listed. Read permissions allow the user to retrieve a file from your PC, write allows them to store a file on your PC and execute allows the user to navigate around the directory structure (including to the \windows). The execute right should rarely be given to anyone, including to a users home directory. Also, you should always have a specific directory mentioned here. 

Command-line parameters may override the settings in the .ini file. For example, if you specify a host with the /h option, only access from that host is allowed, regardless of settings in the .ini file. Likewise if you specify a user with the /u option, only that user is allowed access, regardless of the .ini file settings. However, this can also have the reverse affect if someone were to set it up wrong.
So the best advise is to set up ScFtpd and fully test it before letting anyone else gain access. In order to do this, you need to have some experience with using an FTP client program. Test with commands such as how to check your directory you log into, “cd”, what files are there “ls”, etc.

More Information

Additional and more current notes on using and running ScFtpd are in the “readme-scftpd.txt” file found  at our web site in the download area


http://www.anzio.com/pub/scftpd/
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Rasmussen Software, Inc.

10240 SW Nimbus Ave.,  Suite L9, Portland, Oregon 97223 USA

